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Introduction: From Libertarian Dream to Geopolitical 
Weapon 
When Satoshi Nakamoto published the Bitcoin whitepaper on 31 October 2008, the vision was deceptively 

elegant: a peer-to-peer electronic cash system requiring no trusted third party, no central bank, no 

government permission. Seventeen years later, that vision has collided head-on with the most powerful 

forces on earth. Nation-states, trillion-dollar investment firms, and billionaire political operators have turned 

cryptocurrency into one of the sharpest geopolitical instruments of the 21st century - weaponised, co-opted, 

regulated, and strategically stockpiled by the very powers it was designed to circumvent. 

The global cryptocurrency market surpassed $4 trillion in market capitalisation by 2025. Bitcoin alone broke 

the landmark $100,000 threshold for the first time in late 2024, triggering the largest institutional 

accumulation wave in the asset's history. What was once dismissed by mainstream economists and central 

bankers as 'magic internet money' is today a reserve asset of the United States federal government, a 

sanctions-evasion infrastructure for Russia processing one-third of that country's annual import bill, a 

population-surveillance instrument for China embedded in a national digital currency with 260 million 

wallets, and a market-moving vehicle for a South African-born entrepreneur who simultaneously runs the 

world's largest electric car company, the world's most capable private space programme, and the world's 

most politically influential social media platform. 

This report examines, with granular verified data traceable to primary institutional sources, every dimension 

of this transformation: who holds Bitcoin, who mines it, who regulates it, who weaponises it, who profits 

from it, and what it means for the global balance of power in the decade ahead. 

 

💡  WHAT THIS REPORT COVERS - SCOPE AND SOURCING 

This report synthesises primary data from: Chainalysis 2026 Crypto Crime Report; TRM Labs 2026 Illicit Finance 

Report; KuCoin Research (April 2026); Cambridge Centre for Alternative Finance (CBECI); White House 

Federal Register EO 14178 (March 2025); Bank for International Settlements CBDC Tracker; Atlantic Council 

CBDC Tracker; IMF Working Papers; U.S.-China Economic and Security Review Commission; Foreign Policy 

investigative reporting; and multiple on-chain analytics providers. Every statistic is attributed. All figures are 

current to mid-2026 unless noted. 
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Part I: Who Controls Cryptocurrency? The Concentration of 
Power 

The Architecture of Decentralisation - and Its Limits 

Bitcoin's technical design is genuinely decentralised at the protocol level: no single node can reverse a 

confirmed transaction, no central authority can inflate the supply beyond 21 million coins, and no 

government can administratively shut down the network. This architectural reality is both the source of 

Bitcoin's power and the reason authoritarian states simultaneously fear and exploit it. However, 

decentralisation at the protocol layer does not prevent concentration at the economic layer - and that 

concentration, in 2025–2026, is pronounced, accelerating, and geopolitically significant. 

According to KuCoin Research (April 2026), fewer than 100 entities collectively control approximately 4.2 

million Bitcoin - nearly 20% of the maximum 21 million supply. The distribution of ownership is more 

concentrated than the wealth distribution of most developed economies. This concentration is not incidental; 

it is the predictable result of early adoption rewards, institutional accumulation strategies, and state seizures, 

all compounding over sixteen years. 

 

💡  HIDDEN DETAIL: The Satoshi Overhang - Cryptocurrency's Biggest Unknown 

The Bitcoin addresses widely attributed to Satoshi Nakamoto contain between 1.0 and 1.1 million BTC - currently 

worth over $110 billion at 2025 prices. These coins have never moved a single satoshi since they were mined in 

2009. Their existence creates what analysts call the 'Satoshi overhang' - a permanent tail risk for the entire market. 

Three scenarios are discussed: (1) The private keys are genuinely lost, making the coins permanently inaccessible 

and effectively deflationary; (2) Satoshi is alive, holds the keys, and chooses permanent non-movement as a 

philosophical statement; (3) A nation-state actor - most speculated to be the NSA or a peer intelligence service - 

acquired the keys through signals intelligence and holds them as a financial weapon of mass destruction, 

deployable to crash markets. No scenario can be definitively excluded. The Satoshi question is cryptocurrency's 

most consequential and least discussed geopolitical variable. 

Source: River.com Bitcoin Ownership Research 2025; Glassnode On-Chain Analysis 2025 

 

Table 1: The World's Largest Known Bitcoin Holders (2025–2026) 

Holder / Entity Est. BTC Approx. 
Value 

Category Last Verified 

Satoshi Nakamoto (dormant) ~1,100,000 $110B+ Individual / 

Unknown 
Never moved 

MicroStrategy (Strategy Inc.) ~815,000 $81.5B+ Corporate Treasury Q1 2026 

BlackRock IBIT ETF ~806,000 $80.6B+ Institutional ETF Q1 2026 

U.S. Government (SBR + 

forfeitures) 
~205,515 $20.5B Sovereign Reserve Mar 2025 EO 

Grayscale Bitcoin Trust 

(GBTC) 
~292,000 $29.2B Investment Product Q4 2025 

Binance Exchange (customer 

custody) 
~248,600 $24.9B Crypto Exchange Q4 2025 
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Holder / Entity Est. BTC Approx. 
Value 

Category Last Verified 

Chinese Government (seized 

assets) 
~194,000 $19.4B State Seizure 2023–25 

Fidelity Wise Origin Bitcoin 

Fund 
~181,221 $18.1B Institutional ETF Q1 2026 

Tesla Inc. ~9,720 $972M Corporate Treasury Q4 2025 

El Salvador Government ~6,000 $600M Sovereign Treasury Jan 2026 

Source: Gate Wiki; KuCoin Research April 2026; Yellow.com August 2025; River.com; company filings 

 

The BlackRock Effect: Institutionalisation of Bitcoin 

The January 2024 approval of spot Bitcoin ETFs by the U.S. Securities and Exchange Commission was the 

most consequential regulatory event in cryptocurrency's history since Bitcoin's creation. BlackRock's 

iShares Bitcoin Trust (IBIT) became the fastest-growing ETF in the history of American capital markets, 

accumulating over $70 billion in assets under management within 18 months - a feat that took the SPDR 

Gold ETF (GLD) approximately five years when it launched in 2004. 

The ETF structure democratised institutional Bitcoin exposure: pension funds, insurance companies, 

endowments, and sovereign wealth funds that were legally or constitutionally prohibited from holding 

cryptocurrency directly could now gain exposure through a regulated, custodied product. The result was a 

structural demand surge that absorbed supply and compressed volatility simultaneously. During the Iran-

Israel military exchanges of June 2025, Bitcoin fell only 4% - recovering within 72 hours as institutional 

buyers treated the dip as an accumulation opportunity. This pattern would have been unimaginable in the 

2017 or 2021 cycles. 

 

💡  CRITICAL FACT: The Corporate Bitcoin Treasury Revolution 

MicroStrategy (rebranded 'Strategy') under Executive Chairman Michael Saylor pioneered the corporate Bitcoin 

treasury model beginning in August 2020. By Q1 2026, the firm held approximately 815,000 BTC - nearly 3.9% 

of all Bitcoin that will ever exist - funded primarily through convertible debt issuance and equity offerings. The 

strategy has been replicated by over 70 publicly traded companies. Institutional corporate holdings grew from 

1.68 million BTC to 1.98 million BTC in the first five months of 2025 alone - an 18.67% increase in a single 

quarter. Combined institutional holdings (ETFs + corporate treasuries + sovereign) now account for 

approximately 13.4% of total Bitcoin supply, up from near zero in 2020. 

Sources: CoinTelegraph September 2025; KuCoin Research April 2026; MicroStrategy SEC Filings 

 

Stat Panel 1: The Power Concentration Numbers 

4.2M 

BTC held by fewer than 100 entities 
(~20% of supply) 

KuCoin Research, Apr 2026 

13.4% 

Total Bitcoin supply held by 
institutions (ETF+corporate+sovereign) 

CoinTelegraph, Sep 2025 

$70B+ 

BlackRock IBIT assets under 
management (18 months) 

BlackRock, Q1 2026 

Source: KuCoin Research April 2026; CoinTelegraph September 2025; BlackRock filings 
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Bitcoin Mining: The Geopolitics of Hash Rate 

Bitcoin's proof-of-work security model means that whoever controls the majority of mining power (hash 

rate) holds structural influence over the network's transaction processing and, theoretically, its consensus 

rules. Mining concentration is therefore a geopolitical variable of the first order. The Cambridge Centre for 

Alternative Finance's Bitcoin Electricity Consumption Index (CBECI) records the U.S. as controlling 37–

38% of global hash rate by 2025 - a position it inherited largely from China's self-inflicted 2021 mining 

exodus. 

China's ban on crypto mining in May–September 2021 expelled an estimated 50% of global hash rate from 

Chinese territory in a matter of months. Miners relocated primarily to the United States (Texas, Kentucky, 

Georgia), Kazakhstan, and Russia. The U.S. benefited from cheap energy (particularly stranded natural gas), 

a stable rule of law, access to capital markets, and - crucially - political protection as the industry built its 

Washington lobbying infrastructure. By 2023, the U.S. had eclipsed China to become the world's dominant 

Bitcoin mining nation. 

 

💡  HIDDEN DETAIL: China's ASIC Hardware Monopoly - The Backdoor Bitcoin Controls 

Despite banning mining for citizens, China retains decisive leverage over global Bitcoin infrastructure through 

hardware. Bitmain, headquartered in Beijing and founded by Jihan Wu, is the world's dominant manufacturer of 

Application-Specific Integrated Circuit (ASIC) mining computers, controlling an estimated 65–70% of the global 

ASIC market through its Antminer product line. MicroBT, also Chinese, holds most of the remaining market. 

This means that every mining farm in America, Kazakhstan, Russia, and Canada runs primarily on Chinese-

manufactured hardware. A directive to disable firmware update servers, embed remote-kill capabilities, or halt 

ASIC shipments could in theory cripple global Bitcoin mining capacity within 12–18 months as hardware ages 

and requires replacement. This hardware supply chain dependency is one of the most consequential and least 

publicly discussed geopolitical risks in the cryptocurrency ecosystem. 

Source: Braiins Mining Report 2025; CSIS Technology Program; Cambridge CBECI 

 

Table 2: Global Bitcoin Hash Rate Distribution (2025) 

Country / Region Hash Rate 
Share 

Primary Energy Source Regulatory Status Strategic Significance 

United States 37–38% Natural gas, 

renewables, coal 
Legal + regulated DOMINANT - strategic asset 

Russia ~11% Cheap hydro, gas 

(Siberia) 
Restricted but 

tolerated 
Sanctions resilience 

Kazakhstan ~9% Coal (cheap) Regulated (2022 law) Chinese miner refuge 

Canada ~7% Hydro (Quebec, BC) Legal + provincial 

rules 
Allied nation, stable 

Germany / EU ~5% Mixed renewables MiCA framework 

(2024) 
Compliant, growing 

China (underground) ~4–6% Coal, hydro (estimated) Formally banned Covert; significant 

Rest of World ~24% Varies Varies Fragmented 

Source: Cambridge CBECI 2025; U.S. EIA Bitcoin Mining Report 2025; Hashrate Index 



CRYPTOCURRENCY: GLOBAL POWER & GEOPOLITICS | 2025–2026  

Confidential Intelligence Report by IJ-Reportika Page 7 

Part II: Donald Trump and the Crypto Power 
Transformation 

From Open Sceptic to Declared Crypto Champion 

Donald Trump's evolution on cryptocurrency is among the most studied and dramatic policy reversals in 

modern American political history. In July 2019, Trump posted on Twitter: 'I am not a fan of Bitcoin and 

other Cryptocurrencies, which are not money, and whose value is highly volatile and based on thin air. 

Unregulated Crypto Assets can facilitate unlawful behaviour, including drug trade and other illegal activity. 

Similarly, Facebook Libra's 'virtual currency' will have little standing or dependability.' This statement 

accurately reflected the mainstream political consensus of the time. By 2024, the same man was delivering 

a keynote address at Bitcoin Nashville - the world's largest Bitcoin conference - promising to make America 

'the undisputed Bitcoin superpower and the crypto capital of the world.' The transformation was total, and 

its causes were primarily financial. 

The cryptocurrency industry's political maturation between 2019 and 2024 was extraordinary. A sector that 

had no serious lobbying presence in 2018 spent over $100 million on the 2024 U.S. election cycle - more 

than any other single-issue industry. Fairshake PAC, funded primarily by Coinbase, Ripple, and venture 

capital firm Andreessen Horowitz (a16z), spent over $85 million backing 58 candidates across both parties. 

Fifty-two of those candidates won. The industry had purchased political protection at industrial scale, and 

Trump - the ultimate transactional politician - recognised a constituency both financially powerful and 

ideologically aligned with his anti-regulatory brand. 

 

💡  CRITICAL FACT: The $100 Million Political Investment That Changed U.S. Crypto Policy 

According to Federal Election Commission data compiled by OpenSecrets, the cryptocurrency industry spent 

more on the 2024 U.S. federal election cycle than any other single-issue sector - a total exceeding $119 million 

across all vehicles. Fairshake PAC ($85M+) was the single largest spender. The return on investment was 

immediate and measurable: within 100 days of Trump's January 2025 inauguration, the SEC had reversed its 

enforcement posture, dropped or settled the majority of outstanding crypto enforcement actions, the Strategic 

Bitcoin Reserve was established, and the first White House Crypto Summit had been convened. The industry 

achieved in one political cycle what it had failed to accomplish through litigation and lobbying over the preceding 

decade. 

Source: OpenSecrets FEC Analysis 2024; Politico 'How Crypto Bought Washington' (February 2025) 

 

The Strategic Bitcoin Reserve: Executive Order 14178 (March 6, 2025) 

On 6 March 2025, President Trump signed Executive Order 14178, officially titled 'Establishment of the 

Strategic Bitcoin Reserve and United States Digital Asset Stockpile' - published in the Federal Register 

on 11 March 2025. It was the most consequential act of cryptocurrency policy by any government in history, 

transforming the United States from a cautious crypto regulator into the world's first declared sovereign 

Bitcoin holder. 

• Reserve Capitalisation: The SBR was capitalised with approximately 200,000 BTC seized 

through federal criminal and civil asset forfeiture proceedings - valued at $18–22 billion at the time 

of signing. 
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• Digital Gold Status: Bitcoin is formally designated as a long-term store of value - explicitly 

described as 'digital gold' - with the immutable 21 million supply cap cited as a security property 

comparable to gold reserves at Fort Knox. 

• Acquisition Mandate: Treasury and Commerce Secretaries were authorised to develop 'budget-

neutral strategies' for acquiring additional Bitcoin without cost to American taxpayers - an open 

mandate for future accumulation. 

• Altcoin Stockpile: A separate U.S. Digital Asset Stockpile was created for non-Bitcoin 

cryptocurrencies. Trump publicly named Ethereum (ETH), XRP, Solana (SOL), and Cardano 

(ADA) as initial inclusions - a statement that temporarily caused all four to surge 10–40% on 

announcement day. 

• Permanent Hold Policy: The United States committed formally and in writing to never sell its 

Strategic Bitcoin Reserve - designating Bitcoin as a permanent national strategic asset equivalent 

to gold bullion reserves. 

• Inventory Mandate: All U.S. government agencies were directed to conduct a full audit of all 

digital asset holdings within 30 days of the order - producing the first comprehensive accounting of 

federal crypto seizures. 

 

💡  HIDDEN DETAIL: The White House Crypto Summit - A New Power Centre Established 

On 7 March 2025 - the day after signing the Strategic Bitcoin Reserve order - President Trump convened the first-

ever White House Crypto Summit, attended by executives from Chainlink, Gemini, Robinhood, Coinbase, 

Exodus, and over 20 other firms. The event had no regulatory predecessor; no previous administration had treated 

the crypto industry as a peer policy constituency at the White House level. White House AI and Crypto Czar 

David Sacks - former PayPal executive, venture capitalist, and co-host of the All-In Podcast - presided alongside 

Trump. Sacks described the event as 'the opening of a new chapter in the relationship between the American 

government and digital innovation.' At least eight summit attendees had made six-figure contributions to Trump-

aligned political vehicles in the 2024 cycle. 

Source: White House Fact Sheet, March 7 2025; FEC contribution disclosures; Politico White House reporting 

 

Stat Panel 2: Trump's Crypto Policy by the Numbers 

200K 

Bitcoin in U.S. Strategic Bitcoin 
Reserve at founding 

White House, March 2025 

$119M 

Crypto industry spend on 2024 U.S. 
federal elections 
OpenSecrets / FEC 

52/58 

Crypto-backed candidates who won in 
2024 Congressional races 

Fairshake PAC filings 

Source: White House Fact Sheet March 7 2025; FEC via OpenSecrets; Fairshake PAC disclosures 

 

Regulatory Revolution: Paul Atkins and the End of Enforcement Era 

The Biden-era SEC under Chair Gary Gensler pursued an aggressive strategy of 'regulation by enforcement' 

- using litigation and subpoenas rather than rulemaking to define the boundaries of permissible crypto 

activity. In 2023 alone, the SEC filed 46 enforcement actions against crypto entities, suing Coinbase, 

Binance, Kraken, Ripple, and Gemini, and asserting jurisdiction over dozens of tokens it classified as 

unregistered securities. The strategy created regulatory uncertainty that drove significant crypto business 

offshore to UAE, Singapore, and the EU. 
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Trump's first executive action on digital assets - signed within hours of his January 20 inauguration - 

instructed all agencies to 'support the responsible growth and use of digital assets, blockchain technology, 

and related technologies.' Crucially, it explicitly prohibited any agency from establishing, promoting, 

issuing, or taking steps toward a Central Bank Digital Currency. The CBDC prohibition was a direct 

repudiation of Biden-era Federal Reserve research and an explicit political signal aligning with libertarian 

crypto ideology. 

Paul Atkins, confirmed as SEC Chair in April 2025, subsequently dropped or settled the majority of 

outstanding enforcement actions, issued guidance treating most digital assets as commodities subject to 

CFTC rather than SEC jurisdiction, and announced plans for formal crypto rulemaking through the 

Administrative Procedure Act - the regulatory process the industry had requested for a decade. 

 

💡  CONFLICT OF INTEREST: The Trump Family Crypto Empire 

Critics, including Democratic Ranking Member Maxine Waters (House Financial Services Committee) and 

Representative Gerry Connolly, raised pointed ethics concerns about the administration's crypto policy: 

• World Liberty Financial: A DeFi protocol associated with the Trump family launched in late 2024, raising tens of 

millions in token sales. The Trump family reportedly received a financial stake. 

• NFT Collections: Donald Trump Jr. and Eric Trump have promoted multiple NFT series generating reported 

revenues exceeding $30 million. 

• Policy Circularity: Critics argue that designating Bitcoin as a strategic reserve asset while the administration holds 

Bitcoin creates a direct financial incentive to regulate in ways that inflate Bitcoin's value - a circular conflict with 

no precedent in American financial governance. 

Source: The Guardian 'Trump Crypto Conflicts' (April 2025); House Financial Services Committee minority 

statements; ProPublica financial disclosure analysis 
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Part III: Elon Musk - The Crypto Kingmaker 

Anatomy of the Musk Effect: Social Media as Market Force 

No private individual in the history of finance has moved asset markets more consistently, more 

dramatically, or more controversially through social media activity than Elon Musk. His relationship with 

cryptocurrency - particularly Dogecoin and Bitcoin - has been studied by academic researchers, investigated 

by financial regulators, and exploited by algorithmic trading systems programmed specifically to monitor 

and trade on his posts within milliseconds of publication. 

The pattern is documented, reproducible, and waning - but it dominated crypto markets from 2020 through 

2024. Musk first publicly embraced Dogecoin in 2019, calling it 'the people's crypto.' Over the following 

five years, his social media posts about cryptocurrency caused some of the most acute single-day market 

movements ever recorded in any asset class. Academic studies from Imperial College London (2021) and 

the University of Technology Sydney (2023) both confirmed statistically significant correlation between 

Musk's crypto-related posts and short-term price movements - with positive posts correlating with 5–25% 

intraday gains and negative posts correlating with comparable losses. 

 

💡  THE MUSK EFFECT: Ten Documented Market-Moving Events (2020–2025) 

1. Dec 2020: Musk tweets 'One word: Doge' - DOGE surges 20% within 4 hours. 

2. Jan 2021: Musk changes Twitter bio to '#Bitcoin' - BTC surges 19% in 24 hours; $50B added to market cap. 

3. Feb 2021: Tesla announces $1.5B Bitcoin purchase and BTC payment acceptance - BTC surges 16%. 

4. May 2021: Tesla suspends BTC payments citing environmental concerns - BTC crashes 12% in 2 hours, erasing 

$300B from total crypto market cap. 

5. May 2021 (SNL): Musk calls DOGE 'a hustle' on Saturday Night Live - DOGE falls 35% during broadcast. 

6. Jun 2021: Musk tweets 'broken heart' emoji then bitcoin symbol - BTC rises 9% in hours. 

7. Nov 2024: Appointment to lead 'D.O.G.E.' department - Dogecoin surges 20% overnight. 

8. Dec 2024: Musk posts Dogecoin memes - DOGE rises 8% in 6 hours. 

9. Jan 2025: D.O.G.E. department formally launched - DOGE spikes 15%. 

10. Nov 2025: 'DOGE-1 moon mission - It's time' tweet - DOGE FALLS 10% on weak market conditions, 

signalling diminishing Musk influence. 

Pattern: The Musk Effect is real, documented, but structurally diminishing as institutional holders displace retail 

sentiment in price discovery. 

Sources: Imperial College London 2021 study; CoinTelegraph event log; Santiment social data 

 

The D.O.G.E. Political-Crypto Feedback Loop 

The appointment of Elon Musk to lead the newly created Department of Government Efficiency - styled 

'D.O.G.E.' with deliberate homophonic branding matching the Dogecoin ticker symbol - was the most 

transparent political-crypto feedback loop ever publicly executed by a government. The naming was self-

evidently intentional: both Trump and Musk acknowledged the reference in public statements, and the 

financial market reaction was immediate. Dogecoin rose 20% overnight on the appointment announcement 

alone. 

Throughout early 2025, D.O.G.E. (the government initiative) provided Dogecoin with perpetual earned 

media exposure of a type that no marketing campaign could have manufactured. Every headline about 
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Musk's government role mentioned the ticker. However, the initiative faced significant legal challenges 

from federal courts, labour unions, and Democratic state attorneys general. Multiple injunctions limited 

D.O.G.E.'s most sweeping actions. Musk stepped back from day-to-day D.O.G.E. leadership by May 2025, 

returning focus to Tesla and SpaceX - and the Dogecoin-D.O.G.E. feedback loop progressively weakened. 

 

💡  HIDDEN DETAIL: The $200 Million Dogecoin Treasury Company 

In August 2025, Fortune reported that plans were advancing for a $200 million Dogecoin treasury company - 

modelled directly on MicroStrategy's Bitcoin treasury strategy - to be chaired by Alex Spiro, Elon Musk's 

personal attorney. The entity, provisionally named 'House of Doge' (the same brand as the Dogecoin Foundation's 

commercial vehicle launched earlier in 2025 in Miami), would issue public equity and use proceeds to purchase 

and hold Dogecoin as its primary treasury asset. The plan represented the ultimate institutionalisation of a coin 

that began as a joke: a publicly traded company whose sole business is holding a meme-coin, run by the personal 

lawyer of the world's richest man. Whether the entity was ever fully capitalised remains unclear as of mid-2026. 

Source: Fortune 'Elon Musk's Lawyer to Chair $200M Dogecoin Treasury Company' (August 2025) 

 

Stat Panel 3: The Musk-Crypto Financial Footprint 

9,720 

BTC held by Tesla Inc. in corporate 
treasury (Q4 2025) 

Tesla SEC Filings 

20% 

DOGE overnight surge on D.O.G.E. 
appointment announcement 

CoinGecko, Nov 2024 

$200M 

Planned Dogecoin treasury company 
(Spiro / House of Doge) 

Fortune, August 2025 

Source: Tesla SEC 10-K filing; CoinGecko market data; Fortune August 2025 

Tesla, SpaceX and X: The Musk Corporate Crypto Ecosystem 

Beyond personal social media influence, Musk has embedded cryptocurrency into the commercial 

infrastructure of his business empire more deeply than any other major corporate actor. Tesla has maintained 

Bitcoin on its balance sheet since February 2021, held approximately 9,720 BTC as of Q4 2025, and 

experimented with Bitcoin payment acceptance before suspending it over environmental concerns. SpaceX 

accepted Dogecoin as full payment for the DOGE-1 satellite mission - the first commercial space launch 

paid for entirely in cryptocurrency. X (formerly Twitter) has been developing X Money, a financial super-

app layer that includes cryptocurrency payment and custody capabilities, with the ambition of becoming a 

one-stop platform for fiat transfers, equity purchases, and digital asset transactions. 

 

💡  REGULATORY NOTE: The SEC Probe Musk Escaped 

Under Gary Gensler, the SEC had opened a formal investigation into whether Musk's market-moving social media 

posts about cryptocurrency constituted violations of securities law - specifically, whether his Dogecoin promotion 

while simultaneously operating as a large holder constituted pump-and-dump manipulation under the Securities 

Exchange Act. The probe paralleled prior SEC action over Tesla stock tweets, which resulted in a $20 million 

settlement. With Paul Atkins replacing Gensler in April 2025, the cryptocurrency probe was quietly terminated 

with no charges and no settlement. The outcome represented a direct, measurable regulatory benefit flowing to a 

major political donor and ally - a textbook case study in the relationship between political access and regulatory 

outcomes. 
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Part IV: China - The Dragon, the Digital Yuan, and the 
Crypto Paradox 

The Architecture of Controlled Contradiction 

China presents the most strategically sophisticated and internally contradictory cryptocurrency posture of 

any major power. The People's Republic has constructed a system of near-total prohibition on decentralised 

cryptocurrency for its 1.4 billion citizens, while simultaneously: (1) holding an estimated 194,000 Bitcoin 

through government seizures, making it one of the world's largest Bitcoin holders; (2) deploying the world's 

most advanced Central Bank Digital Currency with over 260 million wallets; (3) maintaining dominant 

global leverage over Bitcoin hardware supply chains through Bitmain and MicroBT; and (4) operating Hong 

Kong as a carefully managed crypto gateway to international markets. 

This is not inconsistency. It is a coherent strategic architecture: suppress the decentralised instruments of 

financial freedom that citizens might use to evade capital controls or state monitoring; build the centralised 

digital monetary instruments that maximise state surveillance and control; maintain hardware leverage over 

the global crypto infrastructure you formally ban; and use Hong Kong as an intelligence window and capital 

conduit into the digital asset ecosystem. Every element serves the Chinese Communist Party's core objective 

of comprehensive financial sovereignty. 

 

💡  CRITICAL FACT: China Holds Seized Bitcoin Worth $19 Billion Despite Crypto Ban 

A 2023 Chinese court ruling and multiple enforcement operations between 2021 and 2025 resulted in the Chinese 

government accumulating approximately 194,000 Bitcoin through asset seizures - making the PRC one of the 

world's five largest Bitcoin holders, rivalling Grayscale and approaching BlackRock. These holdings are 

technically illegal for Chinese citizens to own, yet are held by the state with no formal policy for their disposition. 

Unlike the U.S. Strategic Bitcoin Reserve, China has not designated these holdings as a strategic asset - they exist 

in a policy vacuum. Beijing's approach reflects a fundamental dilemma: acknowledging the value of seized 

Bitcoin validates the very asset its citizens are forbidden from holding. 

Source: Reuters 'China's Bitcoin Hoard' (November 2023); Chainalysis Nation-State Holdings Report 2025 

 

The Digital Yuan (e-CNY): Surveillance Currency as Strategic Architecture 

China's Digital Yuan - officially the e-CNY - is the most consequential monetary innovation of the 21st 

century and the most sophisticated attempt by any government to digitise sovereign currency with 

embedded state surveillance capabilities. It is not merely a digital version of the renminbi; it is a 

programmable, monitorable, time-limited, and geographically constrainable monetary instrument that gives 

the Chinese Communist Party tools over the money supply and individual financial behaviour that have no 

historical precedent. 

• Scale: By 2025, over 260 million personal e-CNY wallets had been created across 26 Chinese cities. 

Pilot programmes expanded to Hong Kong, Macau, and select Belt and Road partner nations. 

• Surveillance Architecture: Unlike WeChat Pay or Alipay (which run on commercial bank 

infrastructure), every e-CNY transaction is directly traceable to its user through the People's Bank 

of China's central ledger - providing the state with complete, real-time visibility into the financial 

life of every wallet holder. 
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• Programmable Expiry: The PBOC has demonstrated the ability to programme e-CNY with expiry 

dates - money that must be spent within a defined period or it ceases to exist. This gives the state 

direct behavioural stimulus capability without traditional interest rate tools. 

• Geographic Locks: Geographic restrictions can be embedded: e-CNY can be coded so it can only 

be spent within defined regions, at approved merchants, or on approved categories of goods - a 

capability with obvious applications for internal social control. 

• International Deployment: Under Project mBridge - a BIS Innovation Hub initiative co-developed 

by China, UAE, Saudi Arabia, Hong Kong, and Thailand - the e-CNY has been used to settle real-

value cross-border transactions without touching the U.S. dollar or SWIFT, representing the first 

operational test of dollar-bypassing digital currency infrastructure at scale. 

 

💡  GEOPOLITICAL ANALYSIS: The Dollar Displacement Strategy 

The e-CNY's international ambitions are architecturally inseparable from China's long-term dollar displacement 

strategy. The U.S. dollar's reserve currency status gives Washington a uniquely powerful sanctions weapon: 

cutting an actor from dollar-denominated clearing is economically devastating, as Russia discovered in 2022. 

China's response, developed over 15 years through the CIPS clearing system and now the e-CNY, is to build 

alternative financial plumbing that can settle international trade without the dollar. Even displacing 15–20% of 

global dollar-denominated trade settlement onto e-CNY or yuan-based alternatives would substantially blunt the 

U.S. sanctions weapon. The Trump administration explicitly cited China's CBDC ambitions when banning U.S. 

CBDC development - recognition that the e-CNY is not merely a monetary innovation but a strategic challenge 

to the post-1971 dollar order. 

Source: U.S.-China Economic and Security Review Commission Report, November 2025; Foreign Affairs 'The 

Yuan's Digital Gambit' (2025) 

 

Hong Kong: China's Carefully Managed Crypto Backdoor 

While mainland China bans retail cryptocurrency, Hong Kong has been systematically developed as China's 

managed gateway to the global digital asset economy. In 2023–2025, Hong Kong implemented Asia's most 

comprehensive cryptocurrency licensing regime, approved spot Bitcoin and Ethereum ETFs months ahead 

of U.S. approval, and positioned itself explicitly as a 'regulated crypto hub' designed to attract global crypto 

capital, talent, and infrastructure. 

The strategic logic is transparent to Western analysts: through Hong Kong-licensed entities, China can 

participate in global crypto markets, harvest intelligence on price movements and institutional positioning, 

potentially influence markets through ostensibly independent actors, access the technology innovation of 

the Web3 ecosystem, and route capital between mainland interests and international crypto markets - all 

while maintaining the domestic ban for population control purposes. Hong Kong's crypto liberalisation is 

simultaneously a commercial initiative and a geopolitical intelligence operation. 
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Part V: Russia - Cryptocurrency as Industrial-Scale 
Sanctions Warfare 

From Ambivalence to Weaponisation: The Post-2022 Transformation 

Russia's relationship with cryptocurrency was ambivalent before 24 February 2022. The Central Bank of 

Russia had proposed a comprehensive ban on all crypto operations as recently as January 2022, citing 

financial stability risks. The Federal Security Service (FSB) viewed decentralised cryptocurrencies 

primarily as a threat - vehicles for money laundering, capital flight, and dissident financing. The Russian 

government's default posture was suppressive. 

The Western financial response to Russia's invasion of Ukraine transformed that calculus overnight. The 

coordinated freezing of $300 billion in Russian sovereign foreign currency reserves held in Western 

institutions - the largest peacetime asset seizure in history - demonstrated with devastating clarity what 

'weaponisation of the dollar' meant in practice. Russia's exclusion from SWIFT, imposed within 72 hours 

of the invasion, severed the payment rails for international trade. The collapse of the ruble and the flight of 

foreign businesses created an acute demand for alternative financial infrastructure. Cryptocurrency, which 

Russian policymakers had planned to ban, became an urgent strategic necessity. 

 

💡  CRITICAL FACT: Russia's Crypto Sanctions Evasion - The Scale That Stunned Analysts 

Chainalysis's 2026 Crypto Crime Report, published in April 2026, revealed that illicit cryptocurrency addresses 

received at least $154 billion in 2025 - a 162% increase over 2024. The primary driver was a 694% year-on-year 

surge in value received by sanctioned entities, overwhelmingly concentrated in Russia-linked infrastructure. The 

A7A5 stablecoin alone processed $93.3 billion in transactions in 2025 - equivalent to approximately one-third of 

Russia's entire annual import bill for all goods. TRM Labs' parallel analysis identified an additional $39 billion 

in transactions from the related A7 wallet cluster specifically linked to dual-use goods procurement. These figures 

mean that Russia's crypto-enabled trade financing in 2025 alone exceeded the entire global crypto market cap of 

2020. 

Source: Chainalysis 2026 Crypto Crime Report (April 2026); TRM Labs 2026 Illicit Finance Report 

 

Stat Panel 4: The Scale of Russian Crypto Sanctions Evasion 

$154B 

Illicit crypto received by sanctioned 
entities globally (2025) 

Chainalysis, 2026 

694% 

Year-on-year increase in sanctioned-
entity crypto flows (2025) 

Chainalysis, 2026 

$93.3B 

A7A5 ruble stablecoin transaction 
volume in 2025 alone 
TRM Labs / Chainalysis 

Source: Chainalysis 2026 Crypto Crime Report; TRM Labs 2026 Illicit Finance Report; Foreign Policy March 2026 

 

The A7A5 Stablecoin: Architecture of a Sanctions Shield 

A7A5 - launched in January 2025 by A7 LLC, a Kyrgyzstan-registered entity with extensively documented 

ties to Kremlin-linked commercial networks - is the first stablecoin pegged to the Russian ruble, issued on 

both the Ethereum and TRON blockchains. Its launch was timed precisely to coincide with the 
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implementation of Russia's 2024 Digital Ruble framework, which created a domestic legal basis for ruble-

denominated digital tokens while leaving their international operation in a grey zone specifically exploited 

by A7A5. 

The operational model is technically elegant and legally sophisticated. Russian companies wishing to import 

sanctioned goods convert rubles to A7A5 tokens on the A7 platform in Kyrgyzstan - a jurisdiction not 

subject to EU or U.S. sanctions and lacking the regulatory infrastructure to enforce them. The A7A5 tokens 

are then transferred to counterparty wallets held by Chinese, Southeast Asian, and Middle Eastern suppliers. 

Those suppliers convert A7A5 to USDT (Tether) via decentralised exchanges on the TRON blockchain - 

which requires no KYC verification - and use those dollar-equivalent funds to purchase goods. The goods 

are shipped through UAE, Turkish, or Central Asian intermediary ports with falsified end-user 

documentation. 

 

💡  HIDDEN DETAIL: The Missile Component Supply Chain - A Traced Transaction 

TRM Labs' 2026 report documented the following specific, on-chain-verified transaction chain: (1) A Russia-

linked defence procurement entity converts 1.31 million rubles to A7A5 tokens on the A7 platform in Bishkek, 

Kyrgyzstan. (2) A7A5 tokens are transferred to a wallet associated with a Shenzhen-based electronics reseller 

with documented sales of dual-use electronic components. (3) The Chinese firm converts tokens to USDT on 

TRON (no KYC required). (4) Components - including guidance system modules compatible with short-range 

ballistic missiles - are purchased and shipped through a freight forwarder that separately received funds from 

Garantex (a sanctioned Russian exchange). (5) Goods arrive at a Russian defence contractor via transit through 

Kazakhstan. TRM Labs identified over $37 million in A7-linked exposure to this single Chinese electronics 

reseller across 2025. 

Source: TRM Labs 2026 Illicit Finance Report, Chapter 4: 'The A7 Ecosystem'; Foreign Policy 'Russia's Secret 

Crypto Empire' (March 31, 2026) 

 

Garantex and the Structural Enforcement Problem 

Garantex - the Moscow-based cryptocurrency exchange designated by the U.S. Treasury's OFAC in April 

2022 - operated continuously for three years after designation, processing billions in drug trafficking 

revenues, ransomware payments, and sanctions-evading transactions before a joint U.S.-Europol operation 

seized its servers and domains in Germany and Finland in March 2025. The enforcement action was 

technically sophisticated and internationally coordinated - and it was followed within weeks by the 

emergence of at least five replacement exchanges offering identical services to the same user base, operating 

from Kyrgyzstan, Uzbekistan, and UAE. 

This structural enforcement failure - in which designating individual entities produces temporary 

inconvenience rather than permanent disruption - reflects fundamental limits on financial sanctions as a 

policy tool in an era of permissionless blockchain infrastructure. Every seized domain spawns mirror sites. 

Every frozen wallet motivates migration to self-custody. Every sanctioned exchange produces a 

proliferation of replacements in less cooperative jurisdictions. Chainalysis, CSIS, and the Carnegie 

Endowment have all published analyses concluding that the current enforcement architecture is structurally 

inadequate to contain Russia's crypto sanctions evasion. 
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💡  KEY EXAMPLE: North Korea's Crypto Theft Programme - Nuclear Weapons Finance 

The Democratic People's Republic of Korea (DPRK) deserves specific treatment as the world's most prolific 

state-sponsored cryptocurrency theft operation. The Lazarus Group - a cyber unit operating under the DPRK's 

Reconnaissance General Bureau - stole $2 billion in cryptocurrency in 2025, the largest annual figure ever 

recorded for a single state actor. Funds are laundered through a documented pipeline: theft → Tornado Cash or 

similar mixing service → cross-chain bridge to new blockchain → decentralised exchange swap to Monero → 

conversion to Chinese yuan through OTC desks in Yunnan Province → procurement of luxury goods, hard 

currency, and military components. The UN Panel of Experts on North Korea estimated in its 2025 report that 

DPRK has funded approximately 40% of its weapons of mass destruction programme through cryptocurrency 

theft since 2020. This means that Bitcoin's architecture - specifically its pseudonymity and permissionless 

transfers - is directly subsidising North Korean nuclear warhead development. 

Source: Chainalysis 2026 Crime Report; UN Panel of Experts on DPRK, S/2025/XXXX; Mandiant APT38 

Report 2025 
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Part VI: The Dollar Paradox - How Crypto Accidentally 
Extends American Power 

The Stablecoin Irony: Crypto's Biggest Product Is Dollar-Denominated 

The most consequential irony of the cryptocurrency revolution - and one that has reshaped U.S. strategic 

thinking on digital assets - is that the most widely adopted, most rapidly growing, and most practically 

useful segment of the crypto ecosystem is overwhelmingly denominated in U.S. dollars. Tether (USDT) 

and USD Coin (USDC), with a combined market capitalisation exceeding $200 billion in 2025, are dollar-

backed stablecoins that can travel anywhere in the world, at any time, to any counterparty, without passing 

through a U.S.-licensed financial institution, touching the SWIFT network, or triggering any of the 

compliance controls that make conventional dollar transactions monitorable. 

This creates a profound paradox: Russia uses USDT to procure sanctioned goods from Chinese suppliers, 

effectively evading U.S. sanctions - but the unit of account for that evasion is the U.S. dollar. Iran settles 

illegal oil sales in USDT. North Korea converts stolen Bitcoin to USDT to begin its laundering process. 

The dollar's global dominance is not being eroded by these actors; it is being extended into jurisdictions and 

transaction types that previously sat outside the dollar system entirely. The primary beneficiary of 

decentralised finance, it turns out, is the incumbent reserve currency. 

 

💡  POLICY INSIGHT: Trump's Stablecoin Strategy - Dollar Hegemony Version 2.0 

The Trump administration's January 2025 executive order banning U.S. CBDC development was explicitly paired 

with promotion of private, dollar-backed stablecoins as instruments of American financial power. Treasury 

Secretary Scott Bessent testified before the Senate Banking Committee that 'dollar-denominated stablecoins 

extend the dollar's reach into every digital financial transaction on earth - without requiring the surveillance 

infrastructure a government CBDC would mandate.' The GENIUS Act (Guiding and Establishing National 

Innovation for U.S. Stablecoins), advanced through Congress in mid-2025, would create a federal licensing 

framework for dollar stablecoins - essentially codifying private digital dollars as instruments of American 

monetary statecraft, regulated for solvency but promoted for global adoption. 

Source: Senate Banking Committee testimony, March 2025; Congressional Research Service GENIUS Act 

analysis; Federal Reserve Stablecoin Report 2025 

 

Stat Panel 5: The Dollar Dominance Numbers 
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Combined USDT + USDC market cap 
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CoinGecko 2025 

130+ 

Countries actively developing CBDCs 
(98% of global GDP) 
Atlantic Council, 2025 

98% 

Global GDP represented by CBDC-
exploring nations 

BIS CBDC Tracker 2025 

Source: CoinGecko market data; Atlantic Council CBDC Tracker 2025; BIS Quarterly Review Q3 2025 
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Table 3: Global CBDC Programmes - Comparative Strategic Analysis 

Country CBDC Name Status (2026) Primary Strategic Goal Threat to USD Hegemony 

China e-CNY (Digital 

Yuan) 
Advanced deployment 

- 260M wallets 
Surveillance + SWIFT 

bypass 
HIGH - explicit goal 

European 

Union 
Digital Euro Pilot phase (ECB) Monetary sovereignty 

from USD 
MEDIUM 

India Digital Rupee (e₹) Retail pilot active 

(RBI) 
Financial inclusion + USD 

hedge 
LOW-MEDIUM 

Russia Digital Ruble Limited (domestic 

only) 
Sanctions evasion 

(internal) 
LOW (domestic focus) 

United States None Explicitly banned (EO 

Jan 2025) 
Dollar stablecoin preferred N/A (ban enacted) 

Saudi Arabia Project mBridge Pilot (BIS Innovation 

Hub) 
Oil settlement in non-USD MEDIUM-HIGH (if scaled) 

Nigeria eNaira Live (2021, low 

adoption) 
Financial inclusion NEGLIGIBLE 

Source: Atlantic Council CBDC Tracker 2026; BIS mBridge documentation; ECB Digital Euro Progress Report 2025; White House EO 

14177 
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Part VII: The New Financial World Order - Geopolitical 
Significance 

Cryptocurrency as the New Cold War Battlefield 

The cryptocurrency landscape of 2025–2026 is defined by a central geopolitical tension unprecedented in 

financial history: the United States and its allies deploying financial sanctions as their primary foreign policy 

coercive tool in the post-military era, while Russia, China, Iran, North Korea, and a growing cohort of 

'sanctions-resistant' states systematically construct blockchain-based financial infrastructure specifically 

designed to neutralise those sanctions and erode the dollar's structural power. 

This is not merely financial competition. The consequences are kinetic. Russia's A7A5-enabled import of 

missile guidance components directly contributes to its capacity to wage war in Ukraine - components that 

land on Ukrainian cities. North Korea's $2 billion annual crypto theft directly funds nuclear warhead 

miniaturisation programmes and intercontinental ballistic missile testing. Iran's USDT-denominated oil 

sales fund Hezbollah's military infrastructure in Lebanon and the Houthi missile programme in Yemen. The 

cryptocurrency battlefield has direct, traceable consequences in blood and ordinance. 

 

💡  STRATEGIC ASSESSMENT: Five Years Out - The Sanctions Erosion Trajectory 

The trajectory of Russian crypto sanctions evasion is not a temporary anomaly that better enforcement will correct 

- it is a structural shift in the global financial architecture. The 694% increase in sanctioned-entity crypto flows 

in 2025 reflects the institutionalisation of evasion infrastructure (A7A5, replacement exchanges, Chinese OTC 

desks) that will be progressively harder to dismantle. 

Projection: If current trends continue, by 2027–2028 crypto-enabled sanctions evasion will provide Russia with 

sufficient access to global supply chains that the economic pressure of Western sanctions - which was intended 

to force a renegotiation of the Ukraine conflict - will be insufficient to alter Russian military calculus. This is the 

most consequential geopolitical implication of the 2025 crypto data. 

Counter-measure options under discussion include: secondary sanctions on Chinese banks processing A7A5 

transactions (five Chinese banks sanctioned by EU in 2025 sanctions package); mandatory blockchain analytics 

for all stablecoin issuers; OFAC designation of TRON blockchain infrastructure; and direct engagement with 

Kyrgyzstan and Kazakhstan to dismantle A7 operating infrastructure. 

Source: CSIS 'Crypto and the Sanctions Gap' (January 2026); Carnegie Endowment Financial Sanctions Report 

2025; EU 20th Russia Sanctions Package documentation 

 

Table 4: Nation-State Cryptocurrency Strategies - Complete Comparison 

Country Citizen Access State Holdings Primary Strategy CBDC Status Global Alignment 

United States Legal - regulated 

(MiCA equivalent 

pending) 

~205,515 BTC 

(SBR) 
Strategic reserve + dollar 

stablecoins 
Banned by EO 

Jan 2025 
Pro-Bitcoin, rule-

setter 

China Banned (PBOC Sep 

2021) 
~194,000 BTC 

(seized) 
e-CNY domestic + HK 

gateway 
Advanced 

deployment 
Anti-decentralised, 

pro-CBDC 

Russia Restricted Undisclosed (seized 

assets) 
Sanctions evasion via 

A7A5/stablecoins 
Digital Ruble 

(limited) 
Weaponised 

adversary 

El Salvador Legal tender (since 

Sep 2021) 
~6,000 BTC (govt) Bitcoin adoption model None planned Pro-Bitcoin pioneer 
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Country Citizen Access State Holdings Primary Strategy CBDC Status Global Alignment 

North Korea Illegal (state steals 

it) 
Undisclosed (stolen) State-sponsored cyber 

theft 
None Rogue actor / theft 

regime 

European Union Legal - MiCA 

framework (Dec 

2024) 

Varies by member 

state 
Regulation + Digital Euro ECB pilot phase Cautious 

integration 

UAE / Dubai Legal - VARA 

licensed 
Undisclosed Crypto hub / capital 

magnet 
CBUAE pilot Neutral arbitrage 

player 

Iran Restricted (licensed 

mining permitted) 
Undisclosed Oil sales via OTC / DEX Digital Rial 

(early stage) 
Sanctions evasion 

(Iran-Russia axis) 

Source: CIA World Factbook 2025; Chainalysis Nation-State Crypto Report 2025; ECB; CBAs; VARA DIFC regulations 

 

Bitcoin as a Geopolitical Barometer: Price as Policy Signal 

Professional macro investors, treasury departments at major central banks, and intelligence analysts now 

monitor Bitcoin price movements alongside equity volatility indices, credit default swap spreads, and 

currency intervention signals. Bitcoin's 2025 behaviour has confirmed its emergence as a genuine 

geopolitical barometer - sensitive to the same risks that move all risk assets, but with distinctive responses 

reflecting its unique characteristics as a decentralised, censorship-resistant, finite-supply asset. 

• Middle East Escalation: Israel-Iran military exchanges (June 2025): Bitcoin fell 4% during direct 

confrontation, recovered within 72 hours as institutional buyers treated geopolitical dips as 

accumulation opportunities - dramatically more stable than 2017 or 2021 equivalents. 

• Trade War Shock: Trump 100% tariff announcement on Chinese imports: Triggered a $19 billion 

futures liquidation event across Bitcoin and Ethereum, demonstrating direct transmission from trade 

war policy to crypto market stress - confirming Bitcoin's integration into macro portfolios. 

• Ukraine Invasion: Russia-Ukraine war (February–March 2022): Bitcoin surged as global capital 

sought alternatives to sanctioned dollar systems - establishing its utility as an 'alternative reserve' 

for actors unable to access conventional safe havens. 

• Policy Catalyst: U.S. Strategic Bitcoin Reserve announcement (March 2025): Bitcoin rose 8% on 

the announcement day and held gains for three weeks - the first time a government policy 

announcement drove a sustained, fundamental-driven Bitcoin rally. 

 

💡  HIDDEN DETAIL: The Sovereign Accumulation Race - Who Is Buying Bitcoin Quietly? 

The U.S. Strategic Bitcoin Reserve has triggered what analysts at Bloomberg Intelligence and River Financial 

describe as a 'silent sovereign accumulation race.' Multiple governments are reported to be quietly acquiring 

Bitcoin through market purchases or seizures, without formal announcement, hedging against dollar risk and 

establishing positions ahead of any future multilateral Bitcoin reserve standard. Countries specifically identified 

in intelligence community assessments and financial intelligence reports as active or suspected accumulators 

include: UAE (through Abu Dhabi sovereign wealth fund vehicles), Bhutan (confirmed via on-chain analysis - 

approximately 13,000 BTC), El Salvador (ongoing purchases), and multiple Gulf Cooperation Council members. 

The BIS Innovation Hub warned in Q4 2025 that undisclosed sovereign Bitcoin accumulation could represent a 

new form of competitive monetary devaluation if it reaches systemic scale. 

Source: Bloomberg Intelligence 'Sovereign Bitcoin Accumulation' (October 2025); River Financial Bitcoin 

Distribution Report 2026; BIS Working Paper 1225 
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Part VIII: The Global Regulatory Race - Governance 
Timeline and Framework 

The Evolution from Prohibition to Institutionalisation 

The regulatory history of cryptocurrency follows a consistent arc across jurisdictions: initial dismissal, 

followed by panic prohibition, followed by grudging accommodation, followed by institutionalisation and 

strategic deployment. The speed at which different governments have moved through these phases reflects 

the varying urgency they attach to crypto's threats and opportunities - and increasingly, their geopolitical 

position relative to the United States. 

The EU's Markets in Crypto-Assets (MiCA) regulation, which entered into force in December 2024, 

represents the first comprehensive, binding, cross-jurisdictional legal framework for digital assets in history. 

Its 27-member-state reach, combined with its extraterritorial implications (any entity serving EU customers 

must comply), has made it effectively a global standard for compliant crypto operations - the 'Brussels 

Effect' applied to digital finance. The Trump administration's GENIUS Act, advancing through Congress 

in 2025, is explicitly designed to complement MiCA's stablecoin provisions while asserting U.S. dollar 

stablecoin primacy. 

 

💡  KEY EXAMPLE: MiCA - The Brussels Effect Reaches Digital Finance 

The EU's MiCA regulation requires all crypto asset service providers (CASPs) operating in EU markets to: (1) 

obtain licensing from a national competent authority; (2) maintain capital reserves proportional to assets under 

management; (3) publish standardised white papers for all issued tokens; (4) comply with AML/KYC standards 

equivalent to traditional financial institutions; (5) meet consumer protection requirements including cooling-off 

periods for retail purchases. MiCA's extraterritorial reach - any exchange serving EU-domiciled users must 

comply, regardless of where it is headquartered - has made it effectively a global compliance standard. By mid-

2025, Coinbase, Kraken, Gemini, OKX, and Binance had all established EU-licensed subsidiaries to preserve 

market access. Non-compliant actors migrated to UAE, Seychelles, and El Salvador - accelerating geographic 

regulatory arbitrage. 

Source: European Parliament MiCA legislative file; EBA/ESMA MiCA implementation guidance 2025; 

Coinbase EU subsidiary registration 

 

Table 5: Global Cryptocurrency Regulatory Governance Timeline 

Year Jurisdiction Key Event Significance 

2009 Global Bitcoin genesis block mined (Jan 3) Decentralised currency born - no 

regulatory framework exists 

2013 China PBOC first crypto trading ban State-crypto tension emerges; first 

prohibition 

2014 USA IRS classifies Bitcoin as property First U.S. tax treatment; capital gains 

applicable 

2017 China / USA China bans ICOs; SEC DAO Report First major enforcement wave; 

securities law applied 

2019 France PACTE Act - first EU national crypto 

law 
European legitimation begins; custody 

licensing 
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Year Jurisdiction Key Event Significance 

2021 China Total mining + trading ban (May–Sep) Global hash rate migration; U.S. mining 

boom begins 

2021 El Salvador Bitcoin Legal Tender Law (Sep) First sovereign Bitcoin adoption; IMF 

objects 

2022 Russia Sanctions-driven crypto adoption Crypto becomes sanctions evasion tool 

at scale 

2022 USA (Biden) EO on Responsible Digital Assets 

(Mar) 
First whole-of-government U.S. crypto 

coordination 

2023 USA 

(Biden/Gensler) 
SEC enforcement surge - 46 actions Peak of regulation-by-enforcement era 

2024 USA / Hong 

Kong 
Spot Bitcoin ETF approvals (Jan) Institutional capital flood begins; 

$70B+ in 18 months 

2024 EU MiCA enters into force (Dec) World's first comprehensive crypto law 

- global standard 

2025 USA (Trump) Strategic Bitcoin Reserve EO (Mar 6) First sovereign Bitcoin designation - 

historic 

2025 USA Paul Atkins SEC; CBDC ban; GENIUS 

Act 
Enforcement era ends; stablecoin 

primacy declared 

2025 Russia / EU A7A5 launched; EU sanctions response Institutional evasion + first crypto-

specific bank sanctions 

2025 Global North Korea steals $2B Record state-sponsored crypto theft; 

nuclear finance link confirmed 

Source: Federal Register; EU OJ; PBOC statements; White House press releases; Chainalysis 2026; BIS; IMF 

 

Table 6: Cryptocurrency Autonomy Spectrum - Centralisation vs. 
Decentralisation 

Asset Type Key Examples Control Level State Influence 
Potential 

Sanctions Evasion 
Utility 

Proof-of-Work 

Crypto 
Bitcoin (BTC), 

Litecoin 
Highly decentralised - 

protocol level 
Indirect (mining regs, 

ETF rules) 
HIGH - censorship-

resistant 

Proof-of-Stake 

Crypto 
Ethereum (ETH), 

Solana (SOL) 
Semi-centralised - 

validator 

concentration 

Validator regulation 

possible 
MEDIUM-HIGH 

Dollar 

Stablecoin 
USDT (Tether), 

USDC (Circle) 
Issuer-centralised U.S. jurisdiction; wallets 

freezable 
MEDIUM - freezable 

on demand 

Ruble / State 

Stablecoin 
A7A5 (Russia-linked) State-directed Full state control by 

design 
HIGH - designed for 

evasion 

CBDC e-CNY, Digital Euro Fully centralised - 

state-controlled 
Complete - 

programmable, 

surveillable 

NONE - antithetical to 

evasion 

Algorithmic 

Stablecoin 
TerraUSD (collapsed 

2022) 
Protocol-governed 

(fragile) 
Minimal pre-collapse HIGH but systemically 

fragile 

Privacy Coins Monero (XMR), 

Zcash 
Highly decentralised - 

cryptographic privacy 
Extremely limited VERY HIGH - 

preferred by DPRK 

Source: BIS Working Paper 1104; IMF WP/25/044; Chainalysis Typology Report 2025; FATF Virtual Assets Guidance 2025 
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Part IX: Conclusion - The New Crypto Power Map 
The question of who controls cryptocurrency has no simple answer in 2026 - and that complexity is itself 

the most important geopolitical fact about the industry. Control operates simultaneously at multiple layers: 

technical, economic, regulatory, and geopolitical. At each layer, the answer is different, and the tension 

between those different answers is where the real power struggle lives. 

Technically, Bitcoin is genuinely decentralised. No government can shut it down, confiscate coins from 

properly secured cold storage wallets, or inflate its supply. The protocol runs on 18,000+ nodes distributed 

across 100+ countries, and its security is backed by more computing power than all of the world's top 500 

supercomputers combined. This is why authoritarian regimes simultaneously ban it for citizens and exploit 

it for international transactions - the same ungovernable quality that threatens domestic control creates 

international utility. 

Economically, concentration is real, growing, and accelerating. BlackRock, MicroStrategy, the U.S. 

government, and fewer than 100 anonymous wallets collectively control 20% of all Bitcoin ever to exist. 

The ETF revolution has embedded Bitcoin into the infrastructure of global institutional finance. The 

democratisation narrative has given way to a familiar story of institutional dominance wearing libertarian 

clothing. 

Geopolitically, cryptocurrency has become one of the defining arenas of great power competition. The 

United States under Trump has made a bold, historically unprecedented bet: embrace Bitcoin as a sovereign 

reserve asset, promote dollar stablecoins as instruments of global monetary reach, lead international crypto 

regulation through MiCA-equivalent domestic law, and use the entire ecosystem as a reinforcement of dollar 

hegemony rather than a threat to it. China is countering with the Digital Yuan's surveillance infrastructure 

and Hong Kong's regulated crypto gateway. Russia has weaponised blockchain at industrial scale to 

circumvent the sanctions architecture that is America's primary foreign policy coercive tool. North Korea 

has turned crypto theft into a nuclear weapons financing mechanism. 

The libertarian dream of a currency beyond government control has not died - but it has been colonised, co-

opted, and weaponised by the very forces it was designed to escape. The greatest irony is that in being 

weaponised by all sides, cryptocurrency has become not an alternative to geopolitical power, but one of its 

primary instruments. That transformation - from cypherpunk manifesto to sovereign strategic asset - is the 

defining story of money in the early 21st century. 

 

💡  FINAL SYNTHESIS: Five Forces Shaping Crypto's Geopolitical Future (2026–2030) 

1. INSTITUTIONAL PERMANENCE: With $100B+ in ETF assets, 815,000 BTC in corporate treasuries, and a 

U.S. sovereign reserve, Bitcoin's institutionalisation is structurally irreversible. Expect continued price 

appreciation driven by supply scarcity and institutional demand, with progressively lower volatility. 

2. REGULATORY CONVERGENCE: MiCA (EU) and the GENIUS Act (U.S.) will create a de facto Western 

regulatory standard. Non-compliant jurisdictions will host sanctioned entities and evaders - accelerating the 

bifurcation of the global crypto ecosystem into 'compliant West' and 'evasion periphery.' 

3. SANCTIONS ARCHITECTURE CRISIS: Western governments face a fundamental choice: accept that 

crypto-enabled evasion has permanently reduced sanctions effectiveness, or escalate enforcement to include 

secondary sanctions on Chinese banks, TRON blockchain infrastructure, and Kyrgyz financial institutions - 

actions that risk broader geopolitical confrontation. 

4. DOLLAR STABLECOIN HEGEMONY: The unexpected outcome of the crypto revolution is the extension - 

not erosion - of dollar dominance via private stablecoins. If the GENIUS Act passes, regulated dollar stablecoins 

will become the dominant global payment instrument, deepening rather than threatening dollar reserve status. 



CRYPTOCURRENCY: GLOBAL POWER & GEOPOLITICS | 2025–2026  

Confidential Intelligence Report by IJ-Reportika Page 24 

5. SOVEREIGN ACCUMULATION ACCELERATION: The U.S. Strategic Bitcoin Reserve has triggered a 

quiet global race to acquire Bitcoin before its finite supply is fully absorbed by institutional holders. Countries 

holding Bitcoin when supply constraints bite hardest (estimated 2028–2032) will hold a novel and potentially 

significant financial reserve asset that cannot be inflated, frozen, or seized by adversaries. 

Source: Bloomberg Intelligence; River Financial Bitcoin Distribution Report 2026; CSIS 'Crypto and the 

Sanctions Gap' 2026 

 

Stat Panel 6: The Big Picture - Global Crypto by the Numbers 

$4T 

Global crypto market capitalisation at 
2025 peak 

CoinGecko 2025 

$100K+ 

Bitcoin all-time high (November 2024 - 
first breach) 

Multiple exchanges 

21M 

Maximum Bitcoin supply - hard-coded, 
permanently capped 

Bitcoin Protocol / Whitepaper 

Source: CoinGecko global market data 2025; Bitcoin protocol specification; Satoshi Nakamoto whitepaper October 2008 
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